After completing this lesson,
you will be able to:

e (Customize Internet Explorer’s security
settings.

e Set Content Rating preferences.



Default Security Zones

Zone Description Security Level
Local Intranet Resources that are Medium

part of your

intranet.
Trusted Sites Sites containing Low

content you trust.

Restricted Sites Sites you don't High
trust.
Internet Any files not on your | Medium

PC, intranet, or
assigned to another
zone




Security Levels

High Blocks potentially dangerous content or
processes from downloading onto your
computer.

Medium |Provides a Security Warning dialog box
when you visit a site that attempts to
download content.

Low Ignores potentially dangerous content.

Custom Enables you to define what types of
information can be downloaded.




Reviewing Security Zones

Internet Options E |
General Security I I:::untentl Eu:unneu:tiu:unsl F'ru:ugramsl .-ﬁ-.dvancedl
Select a web content zone o specify its securty settings.

® 5= 0 @

Local intranet  Trusted sites Restncted
zites

Internet
Thiz zone containz all *eb sites pou Sites |
haven't placed in ather zones =

— secunty lesel tor thiz zone
Move the shder to zet the securnty level for thiz zone.
= I - Medium
- Safe browsing and still functional
- Prampts befare downloading patentially unzafe content

- Unzigned ActiveX controlz will not be downloaded
- - - fppropnate for most Intermet sites

Cuztom Level... | Default Level |

k. I Cancel | Apply |




Content Advisor

Internet Options 2] |

Generall Security  Content |Eu:unneu:tiu:uns| F'ru:ugramsl .-ﬁ-.dvancedl

— Content Advizor
@ R atings help vau contral the |nternet content that can be

viewed on thiz computer.
Settings... |
— Lertihcates

% Ilze certifizates to positively identify yourself, certification
@ authorties, and publishers.

Certificates... | Publizhers...

— Perzonal infarmation

E' AutoComplete stores previous entries and AutoComplete. .

guggestz matches for what pou are typing.

Microzoft wallet zecurely stores private willet
infarmatian far Internet shopping. =

Pl

Microzoft Profile Azsistant stores pour by Profile. .
perzonal information. =

] | Cancel | 1] |




Configuring Rating Levels

Content Advizor EE |

Hatings |.¢‘-.ppru::veu:| Sitesl Generall .-’-'-.dvanu:edl

Select a category to view the rating levels:

BB RsACi

®m Language
®m Hudity
Em Sex

& Violence

Adjuszt the zlider to zpecify what uzers are allowed to zee;

I
-

Level 1: Mild expletives

— Dezcription

bild expletives or mild terms for body functions.

To wiew the Internet page for this rating service, Mare Infa. |
click Mare nfo. =

ak. I Cancel | Apply |




