LESSON 3

3.1

Security Issues and the
Internet

In this lesson you will learn how to:

B Customize Internet Explorer’s security settings.

B Set Content Rating preferences.

As you and your partners at Impact Public Relations have worked with clients
on their Web-based marketing, they’ ve asked often about security. In
particular, your clients are concerned about downloading content from the
Internet that might damage data on their computers. Other security-related
issues voiced by clients have involved controlling access to Web sites based

on content and how to transfer private information (such as credit card
information) securely and easily across the Internet. These topics are important
for Impact Public Relations employees as well as for your clients. Microsoft
Internet Explorer addresses these issues by providing security zones and control
over sensitive Web content (Content Advisor).

In this lesson, you will explore Internet Explorer’s security zones to see how
they help you monitor Web sites. You will also walk through the steps of
activating Internet Explorer’s Content Advisor tool.

Customizing Internet Explorer’s
Security Settings

Internet security is a hot topic—and for good reason. Both Internet content
providers and Web page visitors need to be aware of security issues to help
protect data. As an Internet user, you want to avoid downloading content that
can damage the data you have stored on your computer. To help you control
what types of content you download from the Internet, Internet Explorer
provides security zones. Security zones help you to accept, monitor, and reject
certain types of content stored on Web pages.

Using security zones is a two-tier process. First, you classify Web pages into
zones; second, you apply a security level to each zone.

You can classify a page as belonging to the Local Intranet zone, Trusted Sites
zone, Restricted Sites zone, or Internet zone. Then you can assign a security
level to each zone—High, Medium, Low, or Custom.




3.2 Internet and World Wide Web Fundamentals

Default Security Zones

Zone Description Security
Local Intranet Typically contains resources that are part | Medium

of your company’s internal network (or

intranet).
Trusted Sites Contains sites from which you believe Low

you can download content without
concern, such as an official Microsoft
download site.

Restricted Sites Includes Web sites that you do not trust. | High
You assign sites to this zone if you're
not sure that you can download and run
files from the site without damaging
your computer or data.

Internet Applies to any files that are not on your | Medium
computer, your intranet, or assigned to
another zone. Most Web pages on the
Internet fall into the Internet zone
category.

You can choose to always When you assign a security level, you are concerned about the type of content
accept content from a trusted that is allowed to be downloaded from Web pages. Basically, the security levels
source by clicking the Always determine what action Internet Explorer takes when it encounters a Web page
Igﬂi;%ngggtk ';;):1 (name of with a component or extra feature that could damage data on your computer.
Keep in mind that to say that Web page content is “potentially damaging” does

not mean that it is somehow nefarious or criminal. It means only that certain
types of Web page content, such as ActiveX controls (small components,
embedded in Web pages, that run on your computer), have the ability to cause
harm if their author designed them to do so or designed them poorly. Using
security zones to prevent “potentially damaging” content from downloading to
your computer is just a matter of playing it safe—not a matter of paranoia.

Here’s how each level reacts to a potentially damaging Web page component:

High security: Internet Explorer blocks any potentially dangerous
content or processes from downloading onto your computer. You
will receive a message box stating that the content may not be
displayed correctly due to the High security setting.

Microsoft Internet Explorer E

Tour cunrent security settings prohibit winning ActiveX contralz on this page. &g a result,
the page may not display comectly.
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= Medium security: Internet Explorer provides a Security Warning
dialog box when you visit a site that attempts to download content
to your hard disk drive, as shown below. You use this dialog box to
continue to download the content.

Security Warning |

Do pow want to ingtall and run "MSNEC Mews Menu 3.0
gigned on 7/15498 1:27 PM and diztributed by:

MSMBLC [nteractive Mews LLC

Publisher authenticity werified by WerSign Commercial
Software Publishers Ca

Caution: MSHEC Interactive Mews LLC asserts that thiz
content iz safe. ou should only installview this content if
wou bzt MSMHBC Interactive Mews LLC to make that
azzertion,

[ Always trust content fram MSMEC Interactive Mews
LLC

Tes Ho 1  Mare Info

[ Low security: Internet Explorer ignores any potentially dangerous
content and displays the content without presenting any dialog
boxes stating that potentially damaging data exists on the Web
page.

m  Custom security: Internet Explorer enables you to define what types
of information can be downloaded. (Microsoft recommends this
option for expert users only.)

Security Zones vs. Security Level

A security zone is the group to which a Web page belongs: Local Intranet,
Trusted Sites, Restricted Sites, or Internet. A security level describes how to
treat Web pages belonging to a security zone—with High, Medium, Low, or
Custom precautions.
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To manage your security zones and security levels, you use the Security tab in

the Internet Options dialog box, as shown in the illustration.

Internet Options |

General Security | D:untentl Eunnectiunsl P'ru:ugramsl .-’-'-.dvanu:edl
Select a weh content 2one ta specify ite secunty settings.

® = 0 @

Local intranet — Trusted sites Restricted
zites

Internet

Thiz zone containg all Web zites pou Eilize |
haven't placed in other zones =

— Security level for thiz zone
Move the slider to set the zecurnty level for this zone.
= I - Medium
- Safe browszing and still functional
- Prompts before downloading patentially unzafe content

- Unzsigned ActiveX contralz will not be downloaded
- - - Appropriate for most Intermet zites

Cuztom Lewvel... | Default Lewvel |

k. I Cancel | Apply

View security zones

In this exercise, you review the security zones available in Internet Explorer.

1 Start Internet Explorer.

2  Onthe Tools menu, click Internet Options.
The Internet Options dialog box appears.

3  Onthe Internet Options dialog box, click the Security tab.

The Internet zone is selected by default, and the Medium security

level is displayed in the lower portion of the dialog box.
4  Click Trusted Sites.

The Security tab shows information about the Trusted Sites zone,
and the Low security level is displayed in the lower portion of the

dialog box by default.
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5 Click Restricted Sites.

The Security tab shows information about the Restricted Sites
zone, and the High security level is displayed in the lower portion of
the dialog box by default.

6 Click Local Intranet.

The Security tab shows information about the Local Intranet zone,
and the Medium security level is selected in the lower portion of the
dialog box by default.

7 Click OK.
The Internet Options dialog box closes.
Change a zone’s security level

In this exercise, you reconfigure the Internet zone to have a High security level
and then you restore the Internet zone’s default Medium security level.

tip

You can create custom security settings by clicking the Custom Level
button on the Security tab. If you are not well-versed in topics such as
ActiveX controls, Java applets, scripting, and other Internet processes, you

should use only the High, Medium, and Low security levels in Internet
Explorer.

On the Tools menu, click Internet Options.
The Internet Options dialog box appears.
Click the Security tab.

B WO N =

Move the slider up one level and click Apply.

The security level for the Internet zone is reassigned from a
Medium security level to a High security level.

5  Click OK.

All Web pages falling into the Internet zone classification will be
treated with High security level precautions.

6 In the Address bar, type msnbc.microsoft.com, and press Enter.

The MSNBC page attempts to open on your computer, but you
receive a message that your current security settings prohibit
running ActiveX controls so the page may not be displayed
correctly.

7  Click OK.
Internet Explorer downloads the MSNBC page without downloading
the unsafe content.

8  Onthe Tools menu, click Internet Options.
The Internet Options dialog box appears.

3.5
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9  Click the Security tab.

10 Click the Default Level button, click Apply, and then click OK.
The Internet zone security level is reassigned to Medium.

11 On the toolbar, click the Refresh button.
Internet Explorer displays a Security Warning dialog box, notifying
you that the site will attempt to download content to your hard disk
drive.

12 Click Yes to indicate that you trust this site.

Internet Explorer downloads the MSNBC content to your hard disk
drive.

Assigning Web Pages to Security Zones

In addition to controlling the security level for each security zone, you can
assign pages to the Trusted Sites and Restricted Sites zones. Your administrator
should handle assigning Web pages and resources to the Local Intranet zone.
All other Web pages fall into the Internet zone, which means that Web pages
on the Internet are met with Medium security settings by default. If you want to
assign Web pages to the Trusted Sites zone or the Restricted Sites zone, you
need to add the pages manually to the appropriate zone.

tip

You cannot add Web sites to the Internet zone, because it includes alll
documents (aside from the documents on your computer) that do not
belong to any other zone. You should assign a Web page to the Trusted

Sites zone when you want to use powerful applications on the Web site
without being interrupted by the Security Warning dialog box.

You can manage your Trusted Sites zone and Restricted Sites zone by adding
and removing sites from each zone’s Web page list.



Lesson 3 Security Issues and the Internet

Trusted sites |

Y'ou can add and remove 'Web sites fram this zone. Al 'Web sites
it thiz zone will uze the zone's secunty zettings.

Add this "Web zite to the zone:

Ihttp:;"s’www.activeE d.com

Wb sites:

Add
Bemowve |
W Require server verification [hitps:] for all sites in this zone.

k. Cancel

tip

The Trusted Sites dialog box includes an option to require that trusted sites
use the HTTPS protocol. (HTTPS is a more secure version of the HTTP
protocol.) If you want to include Web pages that do not use the HTTPS

protocol in your Trusted Sites zone, you should clear the Require Server
Verification (HTTPS:) For All Sites In This Zone check box.

Add and remove Web pages from security zones

In this exercise, you add the Microsoft home page to your Trusted Sites zone.
Then, before closing the Trusted Sites dialog box, you remove the site from
your Trusted Sites zone.

1 On the Tools menu, click Internet Options
The Internet Options dialog box appears.

Click the Security tab.

Click Trusted Sites.
The Security tab shows the Trusted Site zone’s security level in the
lower portion of the dialog box.

4  Click the Sites button.
The Trusted Sites dialog box is displayed.

5  Clear the Require Server Verification (HTTPS:) For All Sites In This
Zone check box.
The option is turned off.

3.7
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6 In the Add This Web Site To The Zone text box, type
microsoft.com and click the Add button.
The Web Sites text box shows the Microsoft home page listed as a
trusted site.

7 In the Web Sites text box, select the Microsoft entry, and then click
the Remove button.
The Microsoft home page entry is deleted, and the site is no longer
considered a trusted site.

8 Click OK
The Trusted Sites dialog box closes.
9 Click OK.

The Internet Options dialog box closes.

Setting Content Rating Preferences

Rumor has it that some employees at Impact Public Relations have been surfing
the Web for entertainment instead of using the Internet to complete their work
tasks. Internet Explorer’s Content Advisor feature can help you control what
types of sites users can visit on the Internet.

In conjunction with the Internet Content Rating Association on the Internet
(ICRA), formerly known as the Recreational Software Advisory Council
(RSAC1), Microsoft provides a method to limit the types of sites users can
view. Basically, you can define an allowable level of sex, nudity, violence, and
language that can appear on a Web page. To use Internet Explorer’s Content
Advisor, you access the Content Advisor section in the Internet Options dialog
box.
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Internet Options |

Generall Security  Content | Eunnectiunsl P'ru:ugramsl .-’-'-.dvanu:edl

— Content Advisor
@ R atings help you control the Intermet content that can be

wigmwed an thiz computer.
Settings... |
— Certificates

% |ze certificates to pazitively identify pourzelf, certification
@l authorties, and publizhers.

Certificates. .. | Fublizhers. ..

— Perzonal infarmation

AutoComplete. ..

n  AutoComplete stores previous entriez and
E’ﬁ suggests matches for what you are bping.

ticrozoft W allet securely stares private wiallet
information for [ntemet shopping. =

FEl

icrozoft Praofile Aszistant stares pour My Profile. ..
perzonal infarmation. =

k. | Cancel | Sl |

To turn on the Content Advisor, you click the Enable button on the Content tab.
Then you configure what level of language, nudity, sex, and violence is
acceptable on Web pages. If a rated Web page exceeds the acceptable level
defined by your Content Advisor, the page will not be shown. By default, the
Content Advisor is set to the most conservative (least likely to offend) settings
when you first enable it. Therefore, you should manually configure your
settings to suit your needs after you turn on the Content Advisor.

When you configure the Content Advisor settings, you rate the level of
acceptable content for language, nudity, sex, and violence. The rating levels
range from Level 0, which allows only the least offensive content, through
Level 4, which is the most liberal setting.

For more information about Web page ratings, you can visit the ICRA Web
page (www.icra.org/about/), shown in the following illustration.

3.9



You can also access the
ICRA Web page by clicking
the More Info button on the
Ratings tab in the Content
Advisor dialog box.
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A ICRA: Internet Content Rating Association::: About ICRA - Microsoft Internet Explorer

Trust ICRA?
GComplaints
Contact

Webmasters
Parents

Kids

FAQ

Download area

Label your site
ICGRAfilter

Label generator
Label tester
Image watermarks

ICRA community

File Edit Wiew Favorites Tools  Help #
eBack T i Iﬂ Iﬂ ;\J /T\:SEarEh ‘in‘\'( Favorites @Med\a {‘} T - J
Address |§ http:f hana.icra,orgfabout) v Go  Links
~
L ® ICRA i
== — INTERNET CONTENT Members
=—"_ RATING ASSDCIATION " B
-l Franl;ais| Deutsch| Italiano | Assoclates
Home Site map =1
e |
A corint.| | |
Who? How? Why? v p ’\ -’:i-
Press/Info

About ICRA

ICRA at a glance

The filtering categories at a glance
How it works - the PICS standard
Why bother to label a site?

ICRA Board members
ICRA staff

ICRA Advisory Board
Spelling on this site

Aduertising revenues help support ICRA - a non profit organization

a

. Internet

To configure your rating level, you use the Ratings tab in the Content Advisor
dialog box, as shown in the illustration.

Content Advisor |

Ratings I.-'l‘-.ppruved Sitesl Eenerall .i‘-.dvancedl

Select a categon to view the rating levels:

RSALC

®m Language

Em Mudity

Em Sex

®m Yiolence

Adjuzt the shder to specify what uzers are allowed to zee:

_

— Dezcrption

Level 1 Mild expletives

Mild expletives or mild terms for body functions.

T o wiew the Internet page for this rating service,
click More [nfo.

More Info... |

o ]

Cancel | Apply |




Unless you want to change
your password, you will have
to create a supervisor
password only once.
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At present, Web page ratings are voluntary. In other words, Web sites register
with ICRA to obtain a rating. Because not all sites are registered, you must
choose whether you want viewers to be able to view nonrated sites.

For all Content Advisor actions—enabling, disabling, and configuring
settings—you need to supply a password. Make sure you choose a password
you can remember easily. If you forget your password, visit the Microsoft
Product Support Services page (www.microsoft.com/support) and call the
appropriate number for assistance.

Enable the Content Advisor

In this exercise, you create a supervisor password and you activate Internet
Explorer’s Content Advisor to limit the content that is automatically available
to Web users.

1 On the Tools menu, click Internet Options.
The Internet Options dialog box is displayed.

2 Click the Content tab.

3  Click the Enable button.
The Create Supervisor Password dialog box appears.

Create Supervizor Password |

Ta prevent children from changing their Content
Advizar zettings ar turning it off, pau must create a

FUPEryiz0r pazswond. Cancel |
Content Advizar settingz can be changed aor

turnied on or off anly by people who know the

pazsword.

Pazsword: ||

Confirm pazswond: I

4 Enter a password in the Password text box, press Tab, retype your
password in the Confirm Password text box, and then click OK.
The Create Supervisor Password dialog box closes, and the
Content Advisor alert box appears, informing you that the Content
Advisor has been turned on.

5 Click OK.
The Content Advisor alert box closes.
6 Click OK.

The Internet Options dialog box closes.

Configure the Content Advisor settings

In this exercise, you change the language rating level to Level 1: Mild
Expletives in the Content Advisor dialog box.

1 On the Tools menu, click Internet Options.

3.1
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The Internet Options dialog box is displayed.

Click the Content tab.

Click the Settings button, type your password in the Supervisor
Password Required dialog box, and click OK.

The Language category on the Ratings tab is selected by default.

4 Drag the slider to the next hash mark.
The words Level 1: Mild Expletives appear beneath the slider, and
explanatory text is displayed in the Description area.

5  Click Apply, and then click OK.
A Level 1 rating setting is applied to the Language category, and
the Content Advisor dialog box closes.

6  Click OK.
The Internet Options dialog box closes.

Handle nonrated sites

In this exercise, you configure the Content Advisor so that users can view
nonrated Web sites.

1 On the Tools menu, click Internet Options.
The Internet Options dialog box is displayed.

2  Click the Content tab.
The Content tab is displayed.

3  Click the Settings button, type your password in the Supervisor
Password Required dialog box, and click OK.
The Content Advisor dialog box appears.

4 Click the General tab.

5 In the User Options section, click the Users Can See Sites That
Have No Rating check box, and click Apply.
Users will now be able to view nonrated sites.

6  Clear the same check box, and click Apply.

The default settings are restored, and users are not allowed to view
nonrated Web sites.

7 Click OK.
The Content Advisor dialog box closes.
8 Click OK.

The Internet Options dialog box closes.

Change the supervisor password

In this exercise, you replace your existing Content Advisor supervisor
password with a new password.

1 On the Tools menu, click Internet Options.
The Internet Options dialog box is displayed.
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10

11

Click the Content tab.

Click the Settings button, type your password in the Supervisor
Password Required dialog box, and click OK.
The Content Advisor dialog box appears.

Click the General tab.

In the Supervisor Password section, click the Change Password
button.
The Change Supervisor Password dialog box appears.

In the Old Password text box, type your current password, and
press Tab.

In the New Password text box, type your new password, and press
Tab.

In the Confirm New Password text box, retype your new password,
and then click OK.

An alert box appears, stating that the password was successfully
changed.

Click OK.

The new password is activated, and the old password can no
longer be used to open the Content Advisor.

Click OK.

The Content Advisor dialog box closes.

Click OK.

The Internet Options dialog box closes.

Disable the Content Advisor

In this exercise, you disable the Content Advisor.

1

On the Tools menu, click Internet Options.
The Internet Options dialog box appears.

Click the Content tab.

In the Content Advisor section, click the Disable button.

The Supervisor Password Required dialog box prompts you to
enter the password.

Type your password, and then click OK.

An alert box is displayed, stating that the Content Advisor is turned
off.

Click OK.

The message box closes.

Click OK.
The Internet Options dialog box closes.



3.14 Internet and World Wide Web Fundamentals

Lesson Wrap-Up

This lesson introduced you to security issues on the Web. You learned how to
customize Internet Explorer’s Security Settings to manage security zones and
security levels. Finally, you learned how to set your content rating preferences
using the Internet Explorer’s Content Advisor.

If you are continuing to the next lesson:

e C(Click the Close button in the top right corner of the Internet Explorer
screen to close your browser.

If you are not continuing to other lessons:

¢ C(Click the Close button in the top right corner of the Internet Explorer
screen to close your browser.

Quick Quiz

Why is security an issue on the Internet?

2  What is the difference between a security zone and a security
level?

3  What are the four security zone classifications that can be assigned
to Web pages, and what level of security does each one provide?

4 How do you get to the dialog box that lets you set security zones
and levels for Internet browsing?

5  What can you do with the Content Advisor?

Putting It All Together

Exercise 1: Open the Start menu and select Internet Explorer from your
list of programs. Type icra.org in the Address field and press Enter to go to
the ICRA site. Spend a few minutes clicking on hyperlinks and exploring the
site.

Exercise 2: On the Tools menu, click Internet Options. The Internet
Options dialog box appears. Click the Content tab. In the Content Advisor
section, click Enable, and then click the General tab. Under Rating systems,
click Find Rating Systems. On the Content Advisor page of the Internet
Explorer Home Page, you can read more about Content Advisor as well as
review the available ratings systems.



